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ol MINOT s
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Apache s 0 cas s Gl lisebsl

wil g o (Sula & olilee cas 1 Gluabsl 5 gliie 4 APAChe Ll s solasl ol 5 cuad 51 us
OV puosl b 5o 1, Apache s, oy oboee co—dile ali 5 00 ,S 5L 15 asa o5l K555
2300 el alid 51y 5 Gusel el JSAPAChE [y g Gl adile 555 52 -damw s

TGN PRCVEVH IS
http:// localhost

Sonal€ S eoliiul b oS 35 5o 5o S saaldie 1y JSb 4 a5l ot wb alasl ol b
salylocal host o e ol SI€ .0l sui Juais APAChe |y o olise Cadile 4 5 S00

A s db gy 5o 1P LupsT G fully qualified name idlecal o JolS 2l b 558 a0l

DS 29 e Sl Gy 9 sl JoaS sad Flews G (555 L oo adile S () S b by Gl

S jabia 15 ) Glosd casl (SIS 55 pm g HIS B sie (sl 0 S Bsie |, 01 Siju

$ usr/sbin/ Apachectl stop
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S e suliial Al s 3 oS cl sl culw Gy sl o S il S htaccess.
S S o o0 2T s oS (oo UIB culi G sl L s 1 (S 5o BB Gl (8
htaccess «< culu ) crawd o il siw s Cpl Gab a5 o)l asay b ol Lo Sl st 4
3 G S 0asS Jlad 5t s Jlad sl Wl oo B Gl S e st Sy 5 a5ls LB T Lo
S S8 saliid 550 (LT Huse 0 sla (S s s

sl i s 1) o wl 55 e oS sl o (ASCII) (Sl sules L6 S htaccess. Ll
Bl ol 4 e ml Gdls wds w0 usa s © SimpleText L 5 Notepad s sulw iie
&l 0l o NACCESS ()T 5 gy 4S sl 5 5y (g5l a8 5 0ty oo oS aa (5Tl
Al suaad Bl e TeSLIXE o) s 0 Mo 4S5 wpa 36 b6 il 55 o J3l8 Cpl Hu S e ya
A, slahtaccess. o) gm w1, o1 5 s0ls

e lba aliy htaccess. « Ll Guls ab 5uis alKia 5 0 e soliionl 555 51 K10 S
29— 530 3215 B S (oo @8lyss (@S HLEATT, (ol usd Bl sl cmnly (por 4SSl
2l FTP slaslidla i ali g 0 SIS b asts ol 5ais 1 GF g 59 Gup—i 5 83,5 5 k]
a3l e sule ,luws AbsoluteFTP L CuteFTP

il A s il 4 caeal S S Hlga sl htaccess. Lk 5l solital aKia 5o

ol @ i Ssae 583 S 3T ASCIl &) s 0 el o 1, NtACCESS. Jols o o) G
e alass (IW-r=T L) 644 555 s

ol S e glsie 4 anle Jlael Liliie sla b 5 4 ail 5 0 1, MTACCESS. Ll a 50
Mg 000 1 o S5 ok walsd Jleel culos 0 S 0 T olalsis wnlad 9 5LT 100t (55, 5
i aalia Jlael T sla 4 s 05 s IMAGES wig 0 o olabs wula s slT/images ks
o ot 3 58 sl 5o A anla b A S o0 sl o 1, NACCESS Ha i s G
e Hlas | ENter wi )L cuwl
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so— ol BB s S wile B Ul g Sy e ST L o iy SS
I, httpd.conf cLIKal ol Gull s oo 3a) bl Luln ] s Slases3 e |(Dttpd.conf)
s (s Joli

o I8 plad il 1) s o caial ) a sl oo algidiag o)l se 4an o L ol 5l sl |
39S o ol cead sus Share Lilasl 5 (SIisl o e 0 5w S 28l go 5o Lol aas
) 05 soliiul htaccess (L 51 4 cul o slgidns oylo 513 T 9,0 cube sab) olass
b a1 s 4 bsise sand g Sy (SIS b el 5o

S o el s ol i€ e 18 solii il o) 50 NACCESS Ll S Lo« 31, 58

:J-I:\-A-LAA)-J:)JJ‘JA

G e

IS 5 (5100 e (3L Ko i€ o auliin | usa el 0 1o 2 kT Lsoee 05 51 S
asil 3 oo NIACCESS. Ll ago slacubils (oS0l b a s Gulad (B ciala L oS5 S S0

s sage 1 asa culwoy JolS TS
sl Sl sa s (e 4 cuaal 51 GSS s sl htaccess. L ) solii 2K 5o

ol @ e siws Ssae 580 S asbT ASCIl &) pm 0 ciunls oo 1, NACCESS. Lol o o) G

e adas (—IW-r--r ) 644 555 5
15 ol SN Jle Glsie 4 aplad Jlael LA gla @b 5 4wl 55 oo |, NTACCESS. Ll ia 50 S
G Guss s ol S ad aalia Jlael coliwa s JS o oladaii wanla o L1100t g5, 5

b aal g Jlael T sla gy ) 5IMAGES i g © ol olabs wuls o LT /images .
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sy slas 1 Enter wlK LS el oo

oo b b 0T 053 age 31 (S HEACCESS. couls s o saae Lol alyy olass olas 5o
S obiws (o S 3 3015 (oo s L pa g gt 9 g soles SloniS o S LS uy,
3ol 5w (o e 15 e T 0 (80 Gusal (5 0 pa weuls il 1w a culw G sla pds

S g5k suly wod cula G s 1 U Slaa 5wk slal,K

) Gheud S 0933 9 J;“-s O sl (S (1 fiege

JolS (550l Ko @ 539, Liakas ol suls S8 APAChE (555 5 15 953 culis g S (5058 o
ol 89 S lay HEaccess. b S8 55 90 5 pols

ol 5o 1, Ruby G aas SPHP 51 Gy el oLy 8 5a b LIS LU L ol

fasS sulinl Htaccess. 5l i ,s

O 3 am et e ) (Kae S uls b 0T Wb LS p0d 51 U8 S il age Jlgs S 0l
CuS 5o da 5 cna HtaCCESS. LG S sl vy b s J s 003
ssliiesl 5550 APACHE 5 e Lacs 55 68 il ago SLadlals il Sy 0l o s sy s 0o
HTTP slaheader o sa 50 ol st 8 S w0 s 55w oy 4 0lgs oo 5 08 o I8
A Jasa

ol 5l aulan b il co Lol oo el Gims (B8 ol ) o0l ol Joo 00 538 550
Gl o, S sgane Iy e o € yis s i o, 5w 055 sla LG (s, Htaccess.
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aladl 15 55 ol e 13 aas (55 sel Lads s 1, HEACCESS Ll 4 oo siws 5o b g s o

A

Wasd asa cule Sy s asly

http:// example.com/cpanel

http:// example.com:2082
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HOME

HELP  LOGOUT

—

cPanel Accelerated,

CPANEL 11

Notices

Find

Frequently Accessed Areas

File Manager
SSH Shell Access

AWStats
phpMyAdmin
Webmail

zamani-sec.ir

/home/yvajriuv
198.144.105.76

NA/ o

0 bytes / 195.31 GB

0/ o

- 0/ o

Stats v

Switch Theme

x3

Getting Video
Started Tutorials
Wizard
Shortcuts

X 9

Email Webmail
Accounts

& =
4 Lr

Default Mailing Lists
Address

Email MX Entry

Authentication

v
Preferences A
L
& ‘a2
[ a
Change Update Change Change
Password Contact Style Language
Information
Mail A
G M 9
N SpamAssassn
BoxTrapper Apache Forwarders Autoresponder
SpamAssassin™
[
24 IP'J\ g =
\ = h
Account-Level User-Level Email Trace Import
Filtering Filtering Addresses
and
Forvarders

sulas suls File Manager g, 5
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Webmail

Main Domain

Stats b4

zamani-sec.ir

fhome/ywajjuy
198.144.105.76

NA / =

0 bytes / 155.31 GB

0/ea

0/

0/

o1

0/

0/

stension-site-facility/extensions-security. html

X 9D

Webmail

Email

Accounts
s -
11_-1—

L i |
Default Mailing Lists
Address

Email MX Entr‘,r

Authentication

Mail

BoxTrapper

;;%

Account-Level
Filtering

-t
SpamAssasn

Apache

SpamAssassin™

A

User-Lewvel
Filtering

Files

& | |

Backups Backup File I\;ianager Lagéc'; File

Wizard Manager
o

FTE Accounts  FTP Session
Control
Logs
'S e
Bandwidth Webalizer Webalizer

Latest
ficit,

r'y
Forwarders  Autoresponder
L= ¥
Email Trace Impo
Addresses
an
Forwarders
A
Disk Space Web Disk
Usage
A
] [

W -

Faw Access  Analog Stats
L

aulas SWSGO (59, 4o 9 00 gad walaanl I yHome Directory



29

Htaccess L colu oy cuiel

File Manager
SSH Shell Access

AWStats

phpMyAdmin

Webmail

Stats

Zamani-sec.ir
fhome/ywajiuv
198.144.105.76
NA / oa

0 bytes / 195.31 GB

0/ o

0/ ca

0/ o

0/1

0/ e

0/

2/ o

All 501 Data

Shortcuts

Directory Selection

Select the directory that you wish to open:

Email
Accounts

. @ Home Directory

O & web Root (public_ntmirwww)

3 O o

N O " Document Root for:

Public FTP Reot (public_ftp)

Default i . "
Address Izamanl—sec.lr W
v [ show Hidden Files (dotfiles)
= D Skip this guestion, and always open this directory in the future when |
Email

choose to open “File Manager”.
Authentication

oo [ <

Files A
f =
Backups Backup File Manager Legacy File Disk Space Web Disk
Wizard Manager Usage
@
FTP Accounts FTP Session
Control

adils o0 (5 935S il (33 9 Wiabes L g (5435 41 )8 Jae |43 waslad il |, Public Html

g I

Move Fila  Upload

B o
MNew File Copy

New
Folder

ol

Go

4= collapse all
Bz 4% (/home/ywajrjuv)
Setc
D logs
g o mail
-Ca b public_ftp
[Eagebletin |

[
[

Download

2 a2 L ee

% i
Delete Renzme Edit Code HTML Change View Extract Compre..
Editer Editor  Permiss.

&9 Home {7 Up One Level 43 Back & Forward " Reload [#] Select Al [l Unselect all

Name Size Last Mo
[~ atc 4KB Feb 13,
[~ logs 4 KB Apraz,
| mail 4K8 Feb 19,
i public_ftp 4KB Feb 19,
(™) public_html <::| 4KB Mar 13,
B ssl 4KB E;’ i
] tmp 4 KB Apr22,
[ accesslogs. Jdbytes | Aprig,
%4 cpbackup-excluds.conf 1 byte E:" 19,
(%] www 11bytes | Apris,
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SogSpladaagyg 9 plaislu o g wlal

File Manager settinas
?

P4 B S e

Rename Edit HTML Change View Extract Compre..
Editor  Permiss.
%/ public_html/test2 Go &9 Home W Up One Level € Back = Forward ' Reload [¢] Selectall [l unselect all
Name Size
ollapse Al
[ administrator 4KB
B E o (/homefywairiuv)
= bin 4KB
Eetc
] cache 4K8
Hlogs
- [+ mail = cl 4KB
B0 fp public_fip [ components. 4K8
o} ks public_htm|
bt [} images 4KB
[ cgi-bin
Eatest = includes 4KB
[dtestz = ] language 4KB
E-[J ssl =] layouts 4KB
B dtmp [ ] libraries 4K8
logs 4K8
=
[} media 4KB
= modules 4KB
Htaccess.txt Jus slaal
{3 cai-bin [ media
[Atest (] modules
®-J test2
(] plugins
[ ==l
a1 tmp = templates
] tmp
PHE configuration php
|::> ala hfaccess.tet
PHE index.php
i LICENSE txt
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Mo aa!aJ:\:\iJ.HtaCCESS wly J:\lé ella Gl iy (ya gad ﬁLaéljS:aLls Jana g
RVIJRY.YT'EN Jelsuuﬁ@umheul‘,lys@guswgw

Pasedils o yad Lo b i gk (00 Jald (Gl 59 (ouuss g5 g (5 095 (B 90T S oyl g Vs

htaccess Jal d e yicus ) s S sla

aS aalsA o gass et htaccess Ll w1, o)y, sl i oS ol
o<

secure htaccess file

<Files .htaccess>
order allow,deny
deny from all
</Files>

prevent viewing of a specific file
<Files secretfile.jpg>
order allow,deny
10deny from all
</Files>
multiple file types
<FilesMatch ".(htaccess|htpasswd|ini|phps|flajpsd]|log|sh"$>
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Order Allow,Deny
Deny from all
</FilesMatch>

: (DefaultCharset) & adius L) 8 2o

088 el 3 95 O By b 5ol K550 4 g sl sulii) (35880 L) Sl sl
ol Ly L1 olados dinen € o fis 2T € 505 B8 s b gpane 5108 ool slas

°J‘JL5"JAL5)§L:C*3L“‘JLL5‘)‘J’°LL)&‘USJL“‘)‘
#pass the default character set
AddDefaultCharset utf-8

:mod_rewrite ;u,s caldicl oulal g iy,

Jusle Sl (5l 0K 1)l i htaccess Jols os,0 3 asls o 1, mod_rewrite

Wi soliinl sulel I, mod_rewrite

Jol s olaa 5o oS ol Gals 5158 gl oK o i .S sulii T htaccess Lk o sy oS 3)

a4l e htaccess
RewriteEngine on
el Gulaa Ggoa Ko S 5 (S, o htaccess < wis i gl 48

saliie I mod_rewrite 3 o] o «$ glhtaccess sla bl aaa Jl b o1, oS ol a0l

.._\3.&..&‘)“)3{.\356_@
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mod_rewrite sla o< € ga3 s -
ol 53 S geas MOA_rewrite « gas 5 sulw clls

(P]
RewriteRule Pattern Substitution [Flag(s)]
[/p]

Timezone asys

OSan ol sk aliy i€ s sulii il PHP o mktime L date wls 5 Lo ol ias
O el S e ciw 35 5o ew sl 1) TIMEZONE Lol T a8l oS ol o Lok 4 ol
3ol b i€ al e Bl oy 5dy Gl et (5158 L Sl s 5o wsl s o 1, La timezone
i 1 L Sl ail gt B g sl 058 Olesa
S saaliie
S

SetEnv TZ Asia/Tehran

SEO Friendly
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.a,ls 1, La Permanent Redirect
<

Redirect 301 <a>
href="http://www.datisdesign.com">http://www.datisdesign.com/</a>
/http://www.datisdesign.com

o gdala ela:x:x Jl (Rhids

o<
AddType application/octet-stream .pdf
AddType application/octet-stream .zip
AddType application/octet-stream .mov
Skip WWW

o) Gl S L oS e S5 gl 5 liabsl satina sla, se sl ol g SIS ) (S
a0 1 WWW Sl 55 4 €S il 5 Lo ool ol i€ o oLl Lt el Gg 0 S
foSall b s was pla ) NON-WWW

<

RewriteEngine On RewriteBase / RewriteCond %{HTTP_HOST}
“www.datisdesign.com [NC] RewriteRule ~(.*)$ http://datisdesign.com/$1
[L,R=301]

Cache Files

olaa ok (Sled dea 18 5u b 5 Ul (Slomis S et cole GLebl 5 gm0 Sl Jay S

Slads 5o B as€ e 5083 508 K550 5o el s @ dilas S o 55 e 0See LB Ol
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G800 e i culgd 9 s Gedia UIXSHL Gl a3 5 LLL Col col & aaal e gans
S s Sy Gadin 50 (e cul
soad Jal€ 50 4 s aiue suliin) (33 asks ausd o 4S cuna (5K auls S8 (s 5o 4S (5S
oS sl o 30 5hs 4 By sl Gl 58 5l an s e Lak
#BEGIN Expire headers
<ifModule mod_expires.c>
ExpiresActive On
ExpiresDefault "access plus 1 month"
ExpiresByType image/x-icon "access plus 1 year"
ExpiresByType image/jpeg "access plus 1 month"
ExpiresByType image/png "access plus 1 month"
ExpiresByType image/gif "access plus 1 month"
ExpiresByType image/jpg "access plus 1 month"
ExpiresByType application/x-shockwave-flash "access plus 1 month"
ExpiresByType text/css "access plus 1 month"
ExpiresByType text/javascript "access plus 1 year"
ExpiresByType application/javascript "access plus 1 year"
ExpiresByType application/x-javascript "access plus 1 year"
ExpiresByType text/html "access plus 600 seconds"
ExpiresByType application/xhtml+xml "access plus 600 seconds"
ExpiresByType font/ttf "access plus 1 year"
ExpiresByType font/woff "access plus 1 year"
</ifModule>

#END Expire headers

#BEGIN Cache-Control Headers

<ifModule mod_headers.c>

<"$<filesMatch "\.(ico|jpe?g|png|gif|swf|woff]|ttf)
"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>
"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(js)>
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"Header set Cache-Control "max-age=2592000, private
<filesMatch/>

<"$filesMatch "\.(x?html?|php)>
"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

</ifModule>
#END Cache-Control Headers

#BEGIN Turn ETags Off

<ifModule mod_headers.c>
Header unset ETag

</ifModule>

FileETag None

#END Turn ETags Off

#BEGIN Remove Last-Modified Header
<ifModule mod_headers.c>

Header unset Last-Modified
</ifModule>

#END Remove Last-Modified Header

Lol 51 6 s (5153 S (a8 Jlad yut

S e 1 IS sl sie aa Lebls ) a5l
<

#explicitly disable caching for scripts and other dynamic files
<filesmatch>Header unset Cache-Control </flesmatch>
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ouly JUESY <y

solii | ) oS Hludls o wnd Laas b Ko Ul S o url S slsules JEB) & w154 S
A

[P]
RewriteRule ~Mileone.html$ filetwo.html
/p]

s S @il e fileone.ntml ol oo S50 550 5o Gl 53 50 55w SIS e &iels oS ol

s 5L filetwo.html st

0ol (3 T S8 99 S 99,9 g9

25 88 5 asls oo i (g5 la bl s G pald o 5T L (adt 550 5 il 2 S
._\335 saldigl
$RewriteCond %{REMOTE_ADDR} NA.B.C.D)
RewriteRule ~* http://www.domain.com/sorry.html [L]

HJ@JJ‘JJJ‘)_B_\JJHIP Q‘SJLQA_G‘HlABCDG‘AD
Bie KOS e e «S I8 o, 50 Lual http//www.domain.com/sorry.html sl

A ol 9o wdb Hladia alasy gla
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Query Strings cuws jl gaud ada

le (siua Lo cnlows soaurl sz S
http://www.domain.com/home.html?example=12345abcd

oo b cnlsy oo Gl 58 o WS G Ools olas Gl S8 4wl Gy s
S5 5o ade S Guyal Ol S o smlholS (ba 5 da 8 pad K8 ol ola calw o
WSl sl s lgta (el Jae ol 0 suliienl 5 gl 51 Sos sla B st l Gl & sebiiad

Wi sulitia) 3 oS 5 and GedA b Gasal el s )

RewriteCond %{QUERY_STRING} "id=456&lid=789.* [NC]
RewriteRule (.*) http://www.domain.com/$1? [R=301]

casdue ca | aa Yl wedle ol cins B aSh wdue cal ) s QUETY cius 51 LS € oS cpl b

o<

# 1block visitors referred from indicated domains
2IfModule mod_rewrite.c>
3RewriteEngine on
4RewriteCond %{HTTP_REFERER} scumbag.com [NC,OR]
5RewriteCond %{HTTP_REFERER} wormhole.com [NC,OR]
6RewriteRule .* - [F]
7
8ifModule>
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el ualaT 4o cia guas sla

20 S i el Yo ) aslT L LG ans Sl 05 S L
php_value upload_max_filesize 20M

f sl ) G aaa jo Sus gaae alaal

1S (and Eable ¥ g5 cuy 58 aaa SiSha ddie 55 S L
php_value post_max_size 2M

igediiie Sl ojl jurequast time abiy Giala

Poad dads S Slsals clsa e Sk SiSlaa requast time
php_value max_execution_time 200

:GET g POST &ileMbs! cadls yo Loy yislaa

php_value max_input_time 250

:GZIP calils a,s Jlad
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4 el 9350 Cpl e 55 L ol Glolad ol g3 50 (il 550 Baob 5l 08 (B
Ly S pan 5 s a3 Lad cules (ol 6l <€ (ol 55 5 e Jlu) Lo 5 9500
alKia S suliie) GZIP calils 31 «S1 g citine suls Gholad Lot el 5 Cin jine 5058 S5 550
L 50 83—i8 Bl 5 eok (g0 Lo a8 e 4 ) DL e Ll K a0
saly Gioled Lad culis 5o, aleins 5o su,d8 alla 51 Gad £Hla Hlan 5 e Jla ) S5
S st il L culon Giules ss Ko b Wb € paas (lhee B8a o e
S lad s s oS 0 Sy 4l (6l b (510550 @e s a5 BB Gl 31 Gas ol s
5458 e 55 ol by 4Kaw ity S1ar soliieal L3l el 51 €S Slaidy cullG o
e ol htaccess s ju o siusd cul s, oiiad Jlad gl 55 525 S oS Sluisy S
S 50 (sla Wis ey G give Lo aiSae sulil el augd il (sl (o 4S it (55 0l )
(0SS G as Ll o sad o0 sla Wisan b 5, G 5usa
#BEGIN Compress text files
<ifModule mod_deflate.c>
<filesMatch "\.(css|js|x?htmI?|php|woff|ttf|png|jpg]|gif)"$>

SetOutputFilter DEFLATE
</filesMatch>

</ifModule>

#END Compress text files

-

OB ity 3 g

i agl s 58 0 s K B lao &sila s sl 5l S ST S Sl 3l sl b
L 5 sl o oAl oS Gl soliiwl b a6l 00 3S0ls wiiSe (B sme el 4S (55 5l
O Ol

RewriteCond %{REQUEST_FILENAME} !-f
RewriteRule “images/.*.jpg$ /images/default.jpg [L]
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5IMages/ ;ols ,uid 5 (3,8 Sy sl Lu,al L/images/default.jpg o< oSl b
[_.: JL‘L‘ Sy — I J-_}A‘P = ﬁj‘) (5‘)3\5l_4.43 S yd \5‘&\5[_4.@3 JAA Jpg

WS G 30 sa g Lo suliial sulel 5 colaial 5, oS0 ads o 3Sls /images/default.jpg

hotlinking I (s S ¢la

onsleal Wi ) Lok w000 sla Ll Sl o S (S L bandwidth 5 Gllas o5 L

b 5 OT sl 0 5 S oo S8 Ll sa ol i © (0 5 (BB sla Qi€ la S5 50
oo by bl culu oladin fud ol oS Siely WIS o oS S o suliiul Lok iy
soliieal 55 oS 515K 95 9131 Gl sl 4Kl (61 - 4t Lt laale Wl Ligy (ad plad 5l 50
RIS

$1 RewriteCond %{HTTP_REFERER}

RewriteCond %{HTTP_REFERER} "http://(www.)?domain.com/ .*$ [NC]
RewriteRule .(gif|jpg|swf|flv|png)$ /feed/ [R=302,L]

Wi (3 se Gsiasa enla el b 5, domain.com YL < s

SR8 (aels S Gaals waa ) s Jate

$71 RewriteCond %{HTTP_REFERER}
RewriteCond %{HTTP_REFERER} "http://(www.)?domain.com/ .*$ [NC]
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RewriteRule .(gif|jpg|swf|flv]png)$ /feed/ [R=302,L]

Orola 50 5o S cu | (Kae ol (ol w0 o soling | o EL L_:‘;A_sua‘)ﬂtslxwlaas%jﬂl

A8 9 550 S0 Gl S

G L s gy O 8ea oela o dOmain.net , http://www.domain.net sls « Las

dew g g, waa Luuol Nttp://domain.net sls

S aash i gal 8
a5 oo Ial htaccess L 5,0 5l mod_rewrite s
Sl S5 € 5 &, Byoa  htaccess LG o ol gis #

WS gl oLty A ol S htaccess b IS oo 3 8 Liuan #

L (oo s 5 s S sl 9 (29 05l
sn culi oy 0 pald sl o T Gusal o 3wl (oo s cpl 5l suliind b (Solw o Las

il oo Lain 5 sl 1y aolen (B3 a s Gusol ) sl Gusal o 4S wiS s S (58Sl

order allow,deny
deny from 255.0.0.0
deny from 123.45.6

allow from all
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Fosse g9 L ddigy (9 S Gl Gl 5 oS sl

LU Wl ead Al aS 0 b Gl ls (5l sla b g 05 culs 0 5o Byl o ol (Ses
sl Bl ool 0uil 5 o b 53,8 aS ciliae Gaas gl Bl 550 BB 028 Gl SH 50—
6 sy JBe Olsie 4 S sualitie s pd S5 b 515 o JolS SBALL 5 0T Lo s
oy sslias

son e 4 50 5 soSola wald 5 ik (I (i wiald oo L ssias dan 5 ol Lol
sl 1y ol b g

tel ool Hlicw ool 8 i Hu suldil o) g 5 sieus Gliaud g

Options -Indexes 1
wola 1y o ssre 5 oSl wn 3 «S gl b 5y ,a HEACCESS. LG Lo ail s ol L siw o ol
R EIIBE
s oo b g5l (ol
sla i ol el culils ol o 1, HEacCess. LG 5l solisl slas K 5 Koo (S
als cules o 5l ola
3550 15 01 5 S wd S a5 4 bss e oledbl (5585158 sl 1) LB el o SIS Gl 5l
lad cules o0 @S ojme odlaa 3l (olws Sl oS sla &l IS Gl caas 513 sulii |
L aal A
S sualiie cracd ol 5o il e |y sl a5 slasS B 4 gad S
AuthType Basic
"AuthName "This Area is Password Protected

AuthUserFile /full/path/to/.htpasswd
Require valid-user

G, U el o dish Wi
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Htaccess. jl suldicl b (g yaa 9 (sl (30!

6 adio gy ol ol sl 1) s ol siws (JB Gias el 8 5l suliinl b 4 o ulgiading
;s alasi Wp-login.php

<Files wp-login.php>

Order Deny,Allow

Deny from All

Satisfy Any

"AuthName "Protected By AskApache

AuthUserFile /web/askapache.com/.htpasswdal

AuthType Basic

Require valid-user

<Files/>

:htaccess jowp-config Jals cuiel ju s YU

ol ouls sl wledal & o Sina 3 oS sla 5 (Sl bl oledal w8y 5 oS sla 5l
Cps I8 3l o 50 ) S

<files wp-config.php>

order allow,deny

deny from all
<files/>

:wp-includes jul g8 (sl gias casial il 330

s opws L8 htaccess o g, 4 oS asls
Block the include-only files #

RewriteEngine On
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| RewriteBase

RewriteRule *wp-admin/includes/ - [F,L]

RewriteRule "wp-includes/ - [S=3]

RewriteRule “wp-includes/[]+\.php$ - [F,L]

RewriteRule “wp-includes/js/tinymce/langs/.+\.php - [F,L]
RewriteRule “wp-includes/theme-compat/ - [F,L]

Do oy sl Al ulaad JSudie o

Ao ol o) Suacsse ol dus o e cala AR i b ss S el &)
BB 5 55 25 oS cosans ol Ja gl sais LBl (i (oo 05080 aay (S bl (o
s e 18 htaccess

<IfModule mod_php.c>

php_value suhosin.post.max_vars 7000
php_value suhosin.request.max_vars 7000
</ IfModule>

tladd eeu yaay 9 pu sl yl Category Saa

S B G S e a0 o) 51 55 /CALEGOTY/ 4alS it b sty co g0 aa Loty
Se Ol fe 50 as gagaall wdoe bk Ul o H5a 5 pen Sel Sl a s e LIS ol

cpala L8 sl Csaolen O ouom da ol S paae g5 oS Gnl 5 Gase aladl Lak (5l

RewriteRule ~category/(.+)$ http://www.yourblog.com/$1 [R=301,L]

HTTP sla (uyal oo 933l asl g

Htaccess. sla saliil ¢y 55055,8 5 5 s ae N SEHTTP (ola o0l sel 58 s 5350

..\3\)‘.\.}3.]GA&J‘:\A‘:)&‘M:J‘):SL;AJ‘);AJGLJ‘JJJAJQA.AT\AJJ‘)A‘&J#SAUW
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Options +FollowSymLinks
RewriteEngine On
| RewriteBase

RewriteRule \.(html|php)$ - [S=4]

RewriteRule N([*_T*)_("_1)_("_T9_("_1")_(.-*)% $1-$2-$3-$4-$5
[E=uscor:Yes]

RewriteRule M([™_1%*)_(["_1%)_(["_1%)_(-*)% $1-$2-$3-$4 [E=uscor:Yes]
RewriteRule N[ _1%)_([*_1*)_(-*)$ $1-$2-$3 [E=uscor:Yes]
RewriteRule M([*_1*)_(.*)$ $1-$2 [E=uscor:Yes]

$RewriteCond %{ENV:uscor} *Yes
RewriteRule (.*) http://d.com/$1 [R=301,L]
malas (880 su0lie (i g5, BI85 0 +—duea RewriteBase , RewriteEngine ;s

wile Jbs |, RewriteENngine 1ui) cuwl oo lad Lol o s

03 15, MOA_rewrite wil s o 4 Ko 4S g s 5o Cpl 350 s o sTl 5o ol sla b,
ok g sl Jlad a9

o) Loy HTTP e el a0 @sbyo 51 aas S 8o b T JEALL 5 ol st s sad @
WS e culaa GBI 5 g0 5 dade G 1) 5,8 5 aul (o BollS alie alle 5 Lagas (I b La
33 g0 G e 55L sla pa o b T 4 S s age 1) 5us [RE301,L] Jie 31, s5ns
S s Tl Hula ol usse 5ol sub) oledbl ail s o

A A o ulgiding G a1 Lol b 00 S S (oS 1) Lad ] (S0 Wb 0l s
535 ekl Origen 5 S SeS s 50 sl usol Wl so b o 6wl Gussl ol
L1 L sl (3330 (253 4 Ol (oo S sula Jlie K b usls usay (alls b (3550l

SRR RTRENPe

RewriteRule "dir/([0-9]+)/?$ /index.php?id=$1 [L]
e O s Oad balus 5 T Sl gty palad (55800 ) (San i dlae G (5 S0b Lo

1S b obe
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Adigy 3 o B Al (5 dadis g puSuil (aans

S 5l soliienl b il g3 o Lati Lol 555 o ... s INEX.php dndex.ntml Jie ola L ¢l 4
_x:;l:;ApaChe<SL’__\LAJ:\L6‘JJ";cag}JjE_\:G)S@\,AeﬁCM\wa&PJAC&luLuJJL.HA

fai€ Gl 1 00550 L T Yo @ gy 8 L (08 Gy S see

Directorylndex index.html index.cgi index.php 1
2 Sl SSI Ll i slutiy LG ol 5 ek cnula S

L9 Sbasicty a8 SSI 516 asiS a9 1y 45 boglad Caasils

AddType text/html .shtml
AddHandler server-parsed .shtml
Options Indexed FollowSymLinks Includes

Sl 1 L Gl e o gdine Eaels o gus A wie ilisthandler & a o ba
- Jlad 1, SSI it 5 5 g e Gaeal 5l el 5350 40 5L s OB sa Lad l sl

5 bsha wil g st L M ladsls 51 6Blua o s 3 SSI sladhls wls e g3 aa K

S bl

AddType text/html .shtml .html . htm
AddHandler server-prased .shtml .html .htm
Options Indexes FollowSymLinks Includes
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55k Jio 5 5l 51 5 €0 35 M 550y b ol IS 6 5 gt ey L gl o

LS L0 @ gt dadin G 5 S al |y wil Gl wal SSI gl € S 216

) daleyyaia Lo b8 o glila (gl ju (5 jleuy gane

Soge 1) ) Ol i la b o (A cabls el (Sas GlalS ) okws Ko
oo 15 508 5 S (65 sla s s Gl Sl asal s (LY 4 wls Lad Lol asls ails JBis
S ola e y8 i wsbile 4

|JJ\9$\)J&SAA(5LACAA\)§JAJ\)SAJL§L&‘):;:)L§¢JL~ JJLJJ‘A&‘}]@&P}A&&‘&[@J‘G‘&

:%SSQL.AILAQTQ:&S

AddType application/octet-stream .zip .mp3 .mp4 1

oudi (8 jlw il slbd sladic

\5.\3‘&.\.&- 49‘\9.0\94046&.&5& 6")[.‘.51 U_‘.AA.:Z- CJlAA.AAL}L&CAiL‘.u u}\}‘tg‘)l:u.u_}‘)é‘gm;‘
WS b ) Sladie g G180 SSs 4S w saany
vl solen a3l g Jlgen 0l el

128 S sl gd 15 9 sa fealy 505 ol 4 KL
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ErrorDocument 100 /100_CONTINUE
ErrorDocument 101 /101_SWITCHING_PROTOCOLS
ErrorDocument 102 /102 PROCESSING
ErrorDocument 200 /200_OK

ErrorDocument 201 /201_CREATED
ErrorDocument 202 /202_ ACCEPTED
ErrorDocument 203 /203_NON_AUTHORITATIVE
ErrorDocument 204 /204 _NO_CONTENT
ErrorDocument 205 /205_RESET_CONTENT
ErrorDocument 206 /206_PARTIAL_CONTENT
ErrorDocument 207 /207_MULTI_STATUS
ErrorDocument 300 /300_MULTIPLE_CHOICES
ErrorDocument 301 /301_MOVED_ PERMANENTLY
ErrorDocument 302 /302_ MOVED_TEMPORARILY
ErrorDocument 303 /303_SEE_OTHER
ErrorDocument 304 /304_NOT_MODIFIED
ErrorDocument 305 /305 _USE_PROXY
ErrorDocument 307 /307_TEMPORARY_REDIRECT
ErrorDocument 400 /400 _BAD REQUEST
ErrorDocument 401 /401_UNAUTHORIZED
ErrorDocument 402 /402_ PAYMENT_REQUIRED
ErrorDocument 403 /403_FORBIDDEN
ErrorDocument 404 /404_NOT_FOUND

ErrorDocument 405 /405_METHOD_NOT_ALLOWED
ErrorDocument 406 /406 NOT_ACCEPTABLE

ErrorDocument 407 /407_PROXY_AUTHENTICATION_REQUIRED
ErrorDocument 408 /408 REQUEST_TIME_OUT

ErrorDocument 409 /409 CONFLICT

ErrorDocument 410 /410_GONE

ErrorDocument 411 /411 LENGTH_REQUIRED

ErrorDocument 412 /412_PRECONDITION_FAILED
ErrorDocument 413 /413_REQUEST_ENTITY_TOO_LARGE
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ErrorDocument 414 /414 REQUEST_URI_TOO_LARGE
ErrorDocument 415 /415 _UNSUPPORTED_MEDIA_TYPE
ErrorDocument 416 /416 RANGE_NOT_SATISFIABLE
ErrorDocument 417 /417 _EXPECTATION_FAILED
ErrorDocument 422 /422 _UNPROCESSABLE_ENTITY
ErrorDocument 423 /423 LOCKED

ErrorDocument 424 /424 FAILED_DEPENDENCY
ErrorDocument 426 /426_UPGRADE_REQUIRED
ErrorDocument 500 /500_INTERNAL_SERVER_ERROR
ErrorDocument 501 /501_NOT_IMPLEMENTED
ErrorDocument 502 /502 BAD GATEWAY
ErrorDocument 503 /503_SERVICE_UNAVAILABLE
ErrorDocument 504 /504 _GATEWAY_TIME_OUT
ErrorDocument 505 /505_VERSION_NOT_SUPPORTED
ErrorDocument 506 /506_VARIANT_ALSO_VARIES
ErrorDocument 507 /507_INSUFFICIENT_STORAGE
ErrorDocument 510 /510 NOT_EXTENDED

9 &hea s yS sl

dos edea 3 s S ¢da htaccess us

el Ntaccess el w1, ) oS Gliilans 55 5 b ol sfake wasl 5l oS ls 6l
Al 58l 8 ea

SetEnvifNoCase User-Agent .* allowed_agent
Order Deny,Allow

Deny from All

Allow from env=allowed_agent
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oals Llss 5 htaccess il < ulasl b asl sise b 5| bane 55 cules oSu ! 51 g8sla (sl

st Kl ol b g5 ol (Sl il ¢ ) (sl oS

RewriteEngine On 1
<IfModule mod_rewrite.c= 2
[RewriteCond %{HTTP_USER_AGENT} “w3af_sourceforge_net [NC, OR 3
[RewriteCond ¥{HTTP_USER_AGENT} dirbuster [NC,OR 4
[RewriteCond %{HTTP_USER_AGENT} nikto [NC_OR 5
[RewriteCond %{HTTP_USER_AGENT} SF [OR o
[RewriteCond %{HTTP_USER_AGENT} sqlmap [NC,OR 7
[RewriteCond %{HTTP_USER_AGENT} fimap [NC.OR 8
[RewriteCond ¥{HTTP_USER_AGENT} nessus [NC,OR a
[RewriteCond ¥{HTTP_USER_AGENT} whatweb [MC,OR 18
[RewriteCond ¥{HTTP_USER_AGENT} Openvas [NC,0R 11
[RewriteCond %{HTTP_USER_AGENT} jbrofuzz [NC,OR 12
[RewriteCond %{HTTP_USER_AGENT} libwhisker [NC,OR 13
[RewriteCond %{HTTP_USER_AGENT} webshag [MNC,OR 14
RewriteCond %H{HTTP:Acunetix-Product} AWVS 15
[RewriteRule A_* hikp:-//127.8_8.17 [R=301,L 16
<IfModule/= 17
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SQL Injection edea 3 s ;8 ¢la chtaccess. us

olel so sba 31 5 wled co s Ssla 0l as B SQL Injection «iea 31 3 htaccess. <

(L) w50 sl s

RewriteEngine On
Options +FollowSymLinks
ServerSignature Off

RewriteCond %{REQUEST_METHOD}
N(HEAD|TRACE|DELETE|TRACK) [NC,OR]
RewriteCond %{THE_REQUEST} ~.*(\\r)\n|%0A|%0D).* [NC,OR]

RewriteCond %{HTTP_REFERER}
AA)(<I>]'|%0A|%0D|%27]|%3C|%3E|).* [NC,OR]

RewriteCond %{HTTP_COOKIE} ~.*(<|>|'|%0A|%0D|%27|%3C|%3E|).*
[NC,OR]

RewriteCond %{REQUEST_URI} M(,|;I:I<|=]">]"<|/[\W.\.\\).{0,9999}.*
[NC,OR]

RewriteCond %{HTTP_USER_AGENT} *$ [OR]

RewriteCond %{HTTP_USER_AGENT} ~(java|curl|wget).* [NC,OR]
RewriteCond %{HTTP_USER_AGENT}

A *(winhttp|HT Track|clshttp|archiver|loader|email|harvest|extract|grab|miner
).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT} . *(libwww-
perl|curllwget|python|nikto|scan).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT}
N*(<[>]'|%0A|%0D|%27|%3C|%3E]).* [NC,0R]

RewriteCond %{QUERY_STRING}
AXGI<IPT] M| %0A|%0D|%22|%27|%3C|%3E().*(/A\*|union|select|insert|cast|s
[et|declare|drop|update|md5|benchmark).* [NC,OR

RewriteCond %{QUERY_STRING} *.*(localhost|loopback|127\.0\.0\.1).*
[NC,0R]
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RewriteCond %{QUERY_STRING} **\.[A-Za-z0-9].* [NC,ORJ#
RewriteCond %{QUERY_STRING}

A *(<|>|'|%0A|%0D|%27|%3C|%3E]).* [NC]

RewriteRule ~(.*)$ sqlinj.cfm

Lok 0 sad g0 55 4 95 SONNG.CIM 2y b wesil s 1 Laty cnlincs (oS Sa il S S
S ORIy Gl s1os SSaapenl S5 sl 55 e

AN o iy ity NTACCESS. Wiy 5o aas 4 0l 3

sl Gila b1 Lad QB 5,18 a5 058 o a1 53¢ NHTACK L1380 a s ssla oS ol Lo

htaccess aluug s (SQL INJECTION ) us 34,3 cMlaa 3 (5 538 ola

S olie s g s 0 Ysare suls slEuly Lo guiel ol cile 4 oS 33558 cMlaa wd gase 4S5 skl gaa

09 OtBals LI L aS aane 518 0SSy Lol adie S Sy By sk (pl Bl (a—d S IS

a5 wal s oLl Husglinjection eda 51 sub) JLa aa G htaccess
mfAJ‘):\JJhaCkammbd&JJm&JJ&‘LJ‘Fwsﬁé)P)JJ

o 51 OsTienls 53 5 a5S Al b Lad upa 55 4nkes (l S
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o L eadl 5 YL S s s e gy | Jie Lsiae e sl fi s H0 S ()

JJSGJL&L.H‘G&.A‘AJJ

D ops L8 5, S opl htaccess sk ¢y 50

RewriteEngine On
Options +FollowSymLinks
ServerSignature Off

RewriteCond %{REQUEST_METHOD} ((HEAD|TRACE|DELETE|TRACK)
[NC,OR]

RewriteCond %{THE_REQUEST} ~.*(\r]\\n|%0A|%0D).* [NC,OR]

RewriteCond %{HTTP_REFERER} ~(.*)(<|>['|%0A|%0D|%27|%3C|%3E|).*
[NC,OR]

RewriteCond %{HTTP_COOKIE} **(<|>||%0A|%0D|%27|%3C|%3E]).*
[NC,OR]

RewriteCond %{REQUEST_URI} ~(:|:|<|>[">["<|/[\\.\.\).{0,9999} *
[NC,OR]

RewriteCond %{HTTP_USER_AGENT} "$ [OR]

RewriteCond %{HTTP_USER_AGENT} ~(java|curl|wget).* [NC,OR]
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RewriteCond %{HTTP_USER_AGENT}
A *(winhttp|HT Track|clshttp|archiver|loader|email|harvest|extract|grab|miner
).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT} ".*(libwww-
perl|curljwget|python|nikto|scan).* [NC,OR]

RewriteCond %{HTTP_USER_AGENT}
A *(<|>'|%0A|%0D|%27|%3C|%3E|).* [NC,OR]

RewriteCond %{QUERY_STRING}

NGV %0A]%0D|%22|%27(|%3C|%3E(). *(/\*|union|select|insert|cast|s
[et|declare|drop|update|md5|benchmark).* [NC,OR

RewriteCond %{QUERY_STRING} ".*(localhost|loopback|127\.0\.0\.1).*
[NC,0OR]

RewriteCond %{QUERY_STRING} ~.*\.[A-Za-z0-9].* [NC,OR]#

RewriteCond %{QUERY_STRING} /. *(<|>||%0A|%0D|%27|%3C|%3E]).*
[NC]

RewriteRule ~(.*)$ hack.cfm
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oeld g g8 sl (9 S yd 58
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Directorylndex filename.html

Iy index.php Yis s ,Sos BB g 358 oS uls soindex.html L S o<l swss Laia

ai€ee |5al
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htaccess lw i Redirec

ot Lol aols sy s Bl & pala (L Gu S el s 6ok sleals € wslase s

2550 € sl (pan IS

P asle 1y s A il s

Redirect /OldDir/OldFile.html http://www.domainname.com/newdir
Sl 55 o 4 s al b

Redirect oldlocation newlocation

ol cola Jol€ uyal ol wl NEWlOCALion «< wsl Lok g5

Wi g guns User-Agent Header « «iw 1 o), o jieus

spider 5 Labot 5 Lo sola WS osa ddyn Lok 0l sligy Byuma 5o IS o (g, ool

: JJ.S s 'J LA
<

#block visitors referred from indicated domains

<IfModule mod_rewrite.c>

SetEnvlfNoCase "User-Agent$

*(craftbot|download|extract|stripper|sucker|ninja|clshttp|webspider|leache

rlcol lector|grabber|webpictures) HTTP_SAFE_BADBOT

SetEnvifNoCase "User-Agent$ .*(libwww-perl|aesop_com_spiderman)

HTTP_SAFE_BADBOT
Deny from env=HTTP_SAFE_BADBOT
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</ifModule>

Las sla ailagy 9 0T sla S50 50 (9 S 3 gacss

el Gl ol 2555 5 ledl 538 S (6l YU e e b (551580 055 (8T sla S5 50

Maas co sad (guis dlub o) suo 0 ) culs S aleMbl JolS sl 5o ;1S Lad

90— oo GSLA Gel € s e sl ) aa Bad RODOLS (sea b ws sla sl

=5 0 5 uS oSsla La cnl 5l as oo 5l Gulh 59 S (ls S by € as oo L

MasK oS 5 (i b gla pale 5
oS 5L g, httaccess 5 4sy s culas o, ©
cadb sk e (bl ol wlid S edy

oS asls) (Al Ho 55 b oS oyl
1S

RewriteEngine On

RewriteCond %{HTTP_USER_AGENT} *BlackWidow [OR]

RewriteCond %{HTTP_USER_AGENT} ~Bot\ mailto:craftbot@yahoo.com
[OR]

RewriteCond %{HTTP_USER_AGENT} ~ChinaClaw [OR]



59 Htaccess b culu oy cuial

RewriteCond %{HTTP_USER_AGENT} ~Custo [OR]
RewriteCond %{HTTP_USER_AGENT} "DISCo [OR]
RewriteCond %{HTTP_USER_AGENT} *Download\ Demon [OR]
RewriteCond %{HTTP_USER_AGENT} ~eCatch [OR]
RewriteCond %{HTTP_USER_AGENT} “EirGrabber [OR]
RewriteCond %{HTTP_USER_AGENT} “"EmailSiphon [OR]
RewriteCond %{HTTP_USER_AGENT} “EmailWolf [OR]
RewriteCond %{HTTP_USER_AGENT} “"Express\ WebPictures [OR]
RewriteCond %{HTTP_USER_AGENT} ~ExtractorPro [OR]
RewriteCond %{HTTP_USER_AGENT} “"EyeNetIE [OR]
RewriteCond %{HTTP_USER_AGENT} *FlashGet [OR]
RewriteCond %{HTTP_USER_AGENT} "GetRight [OR]
RewriteCond %{HTTP_USER_AGENT} "GetWeb! [OR]
RewriteCond %{HTTP_USER_AGENT} *"Go!Zilla [OR]
RewriteCond %{HTTP_USER_AGENT} “"Go-Ahead-Got-It [OR]
RewriteCond %{HTTP_USER_AGENT} ~GrabNet [OR]
RewriteCond %{HTTP_USER_AGENT} ~*Grafula [OR]
RewriteCond %{HTTP_USER_AGENT} "HMView [OR]
RewriteCond %{HTTP_USER_AGENT} HTTrack [NC,OR]
RewriteCond %{HTTP_USER_AGENT} Almage\ Stripper [OR]
RewriteCond %{HTTP_USER_AGENT} *lmage\ Sucker [OR]
RewriteCond %{HTTP_USER_AGENT} Indy\ Library [NC,OR]
RewriteCond %{HTTP_USER_AGENT} MnterGET [OR]
RewriteCond %{HTTP_USER_AGENT} ~Internet\ Ninja [OR]
RewriteCond %{HTTP_USER_AGENT} AJetCar [OR]
RewriteCond %{HTTP_USER_AGENT} ~JOC\ Web\ Spider [OR]
RewriteCond %{HTTP_USER_AGENT} Marbin [OR]
RewriteCond %{HTTP_USER_AGENT} ~"LeechFTP [OR]
RewriteCond %{HTTP_USER_AGENT} *Mass\ Downloader [OR]
RewriteCond %{HTTP_USER_AGENT} "MIDown\ tool [OR]
RewriteCond %{HTTP_USER_AGENT} *Mister\ PiX [OR]
RewriteCond %{HTTP_USER_AGENT} *Navroad [OR]
RewriteCond %{HTTP_USER_AGENT} *NearSite [OR]
RewriteCond %{HTTP_USER_AGENT} "NetAnts [OR]
RewriteCond %{HTTP_USER_AGENT} *NetSpider [OR]
RewriteCond %{HTTP_USER_AGENT} *Net\ Vampire [OR]
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RewriteCond %{HTTP_USER_AGENT} "NetZIP [OR]
RewriteCond %{HTTP_USER_AGENT} *Octopus [OR]
RewriteCond %{HTTP_USER_AGENT} ~Offline\ Explorer [OR]
RewriteCond %{HTTP_USER_AGENT} ~Offline\ Navigator [OR]
RewriteCond %{HTTP_USER_AGENT} *PageGrabber [OR]
RewriteCond %{HTTP_USER_AGENT} *Papa\ Foto [OR]
RewriteCond %{HTTP_USER_AGENT} “pavuk [OR]
RewriteCond %{HTTP_USER_AGENT} *pcBrowser [OR]
RewriteCond %{HTTP_USER_AGENT} *RealDownload [OR]
RewriteCond %{HTTP_USER_AGENT} "ReGet [OR]
RewriteCond %{HTTP_USER_AGENT} ~SiteSnagger [OR]
RewriteCond %{HTTP_USER_AGENT} ~*SmartDownload [OR]
RewriteCond %{HTTP_USER_AGENT} ~SuperBot [OR]
RewriteCond %{HTTP_USER_AGENT} ASuperHTTP [OR]
RewriteCond %{HTTP_USER_AGENT} ~Surfbot [OR]
RewriteCond %{HTTP_USER_AGENT} "tAkeOut [OR]
RewriteCond %{HTTP_USER_AGENT} ~Teleport\ Pro [OR]
RewriteCond %{HTTP_USER_AGENT} "VoIidEYE [OR]
RewriteCond %{HTTP_USER_AGENT} “Web\ Image\ Collector [OR]
RewriteCond %{HTTP_USER_AGENT} “Web\ Sucker [OR]
RewriteCond %{HTTP_USER_AGENT} “WebAuto [OR]
RewriteCond %{HTTP_USER_AGENT} “WebCopier [OR]
RewriteCond %{HTTP_USER_AGENT} "WebFetch [OR]
RewriteCond %{HTTP_USER_AGENT} "WebGo\ IS [OR]
RewriteCond %{HTTP_USER_AGENT} “WebLeacher [OR]
RewriteCond %{HTTP_USER_AGENT} "WebReaper [OR]
RewriteCond %{HTTP_USER_AGENT} "WebSauger [OR]
RewriteCond %{HTTP_USER_AGENT} “Website\ eXtractor [OR]
RewriteCond %{HTTP_USER_AGENT} "Website\ Quester [OR]
RewriteCond %{HTTP_USER_AGENT} "WebStripper [OR]
RewriteCond %{HTTP_USER_AGENT} "WebWhacker [OR]
RewriteCond %{HTTP_USER_AGENT} "WebZIP [OR]
RewriteCond %{HTTP_USER_AGENT} "Wget [OR]
RewriteCond %{HTTP_USER_AGENT} "Widow [OR]
RewriteCond %{HTTP_USER_AGENT} "WWWOFFLE [OR]
RewriteCond %{HTTP_USER_AGENT} *Xaldon\ WebSpider [OR]
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RewriteCond %{HTTP_USER_AGENT} ~Zeus
RewriteRule ~.* - [F,L]

TTT (o yiens) 05208 b Lo dcdigy 53 BB 6l 20 5 s S gl

1S5 o laial sld sla wlsiae 5 us TT7 o & ailils adisy S o sibla 5o S

Sanys anl (g g wiS 5L htaccess. <

PHP <

AddHandler cgi-script .php .pl .py .jsp .asp .htm .shtml .sh .cgi .html Options
-ExecCGl

LFl claa 3f (5 ;a8 oo
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S ooda ol Sl S aiiian 5l cowol LF o3ea Ll s cnliws g 3 s jo As B V- sgaa
Iy asa el htaccess. 3 b 3wl gine lad i salis il Shell (35 K 5 sl s
S ool el @daa ol LslEe
1 saaliio | LRI lea Jilie 59 50y el PP oS 51 0 5 il s 505 50
S
<php?>
LFI Vulnerable Code //

;redirect = $_GET][redirect]$
;include($redirect)
<?

A sl @aa ol Blis 1 ek w3l giae SIGSiuLNet &l cabal & ) ) oS
1<

#HHHHHHHHHBegin - File injection protection, by SigSiu.net
RewriteCond %{REQUEST_METHOD} GET

RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http:// [OR]
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_J=(\.\.//?)+ [OR]
RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=/([a-z0-9_.]//?)+ [NC]
RewriteRule .* - [F]

End - File injection protection #####H

Opds xS sulii | //:0ttp slas URL encoding ) aal sas el (Sas (eSS 51) YU oS aalsl o
S 50Kl Vb oS a s ka5 1) 505 oS o

<

RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http%3A%2F%2F [OR]

Slaaliiwl b« SYas Ll Lo isel 0¥ wia wl s htaccess. Jsl w0 )y oS ool
S Gl (oS8 o) wikie (Sas |, 503 358 proc/self/environ method
o<

'proc/self/environ? no way#
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RewriteCond %{QUERY_STRING} procVself\/environ [NC,OR]

Apache HTTP Server CVE-2011-3192 Denial Of filis jo Loz 31 wilgiee 53 oS

S ol Gall oS Lslas i cas S August 2011 s LU e as «S Service Vulnerability

Ol 3158 50 4 e B Shansplas 1) wsa s Sl S0 4 Ol &S cuniluS o i
oI (oo 9 5) Sl sloal e sdine (Slisae ma LB

<

#drop Range header when more than 5 ranges

#CVE-2011-3192

SetEnvif Range (,.*?){5,} bad-range=1

RequestHeader unset Range env=bad-range

#optional logging

#CustomLog insert-path-and-name-of-log common env=bad-range
s il sine Lot oS ceula oS 053 SULLA 5 o5 sl jid 3l S X-frame 1 sslial -
355 OIS 4w suliin | e o e (sla aleea S SIL 5w el o sa colass s
358 gl (51 oda Wil gine 5 slan oS ol 4S5 geT aiad i€ suli ol oS Gl 515 was s)lal
S 0l Hud ol 5wl gise 5l oS aaaane () sel lad 4 lisua 5 sl dlie opl 5o 15 sl
i€ 5,8 5la htaccess. 5l salacd L
S
Don't allow any pages to be framed - Defends against CSRF #

Header set X-Frame-Options DENY

S DENY la o aulgie wiSie Jlas yue Iy X-frame o< ghyal S Y0 o< 4ol o
saliie) g 1al (Basa cula 3 LS & g X-frame < ouls s3] cga SAMEORIGIN
S

onils dialpd 1) X-frame o< s (38 K 518 alal lad cnlow s Al olades g5 (s 5 o
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Cross site scripting 51 s oS 5l solail b 5 sheasl e il K550 4 5 A sla s 5o
&l S ool SIS e 1 e colus s 5 A oS e ) (Sae oS ol 5l suliien | aa 5

wsas 50ds 0 01,1 lie B sl wel iy Le

1<

#Turn on IEB-IE9 XSS prevention tools
"Header set X-XSS-Protection "1; mode=block

Content Security Policy -

Cross Site Scripting ks Shes Jslie o1, Lad 0 gine «S ol il said 805530 0¥ S
sl aslal 5 aie wguns ) asld sla oS gla ol 5 S i al data injection
wiSio suliin | Google Analytics b slecs sy 3 oo cnlavs so S Ll wanas Ll o
S sla glont ash e L 5 5 46K 5l sl il oS 1 5 5K0e 15 0T (B gsla S ol
ailae

S

.Only allow JavaScript from the same domain to be run #

Don't allow inline JavaScript to run #

";'Header set X-Content-Security-Policy "allow 'self

S sl 0€en (S 1y (s 358 HTTP el s b

<

#Prevent use of specified methods in HTTP Request
RewriteCond %{REQUEST_METHOD} N(HEAD|TRACE|DELETE|TRACK)
[NC,0OR]
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#Block out use of illegal or unsafe characters in the HTTP Request
RewriteCond %{THE_REQUEST} ~.*(\\r|\n|%0A|%0D).* [NC,OR]

#Block out use of illegal or unsafe characters in the Referer Variable of the
HTTP Request

RewriteCond %{HTTP_REFERER}

N (<[>]'|%0A|%0D|%27]|%3C|%3E|%00).* [NC,OR]

#Block out use of illegal or unsafe characters in any cookie associated with
the HTTP Request

RewriteCond %{HTTP_COOKIE} .*(<|>|'|%0A|%0D|%27|%3C|%3E|%00).*
[NC,OR]

#Block out use of illegal characters in URI or use of malformed URI
RewriteCond %{REQUEST_URI} N(,|;|:[<>]|">|"<|/|\.\.\\).{0,9999}.*
[NC,OR]

#Block out use of empty User Agent Strings

#NOTE - disable this rule if your site is integrated with Payment Gateways
such as PayPal

RewriteCond %{HTTP_USER_AGENT} "$ [OR]

#Block out use of illegal or unsafe characters in the User Agent variable
RewriteCond %{HTTP_USER_AGENT}
A*(<[>]'|%0A|%0D|%27|%3C|%3E|%00).* [NC,OR]

#Measures to block out SQL injection attacks

RewriteCond %{QUERY_STRING}
AXGI<IPTT'IVI%0A|%0D|%22|%27]|%3C|%3E|%00). *(/\*|union|select|insert|c
[ast|set|declare|drop|update|md5|benchmark).* [NC,OR

#Block out reference to localhost/loopback/127.0.0.1 in the Query String
RewriteCond %{QUERY_STRING} ".*(localhost|loopback|127\.0\.0\.1).*
[NC,0R]

#Block out use of illegal or unsafe characters in the Query String variable
RewriteCond %{QUERY_STRING}

A *(<[>]'|%0A|%0D|%27|%3C|%3E|%00).* [NC]

TRACE and TRACK ga s Jus ,ué htaccess. us
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client ws b 31 4 SleMb) adise Giel € cuwa il sa yu by, < TRACE and TRACK
f ool Jlis SO didie swila S s Client 4 loass « wiue JLwylibm http server « L KL

$telnet 127.0.0.1 8080 Trying... Connected to 127.0.0.1. Escape character
is "\]'. TRACE / HTTP/1.0 Host: foo A: b C: d HTTP/1.1 200 OK Date: Mon,
04 Oct 2004 14:07:59 GMT Server: IBM_HTTP_SERVER Connection:
close Content-Type: message/http TRACE / HTTP/1.0 A: b C: d Host: foo
.Connection closed

#disable TRACE and TRACK in the main scope of httpd.conf
RewriteEngine On RewriteCond %{REQUEST_METHOD} "TRACE
RewriteRule .* — [F] RewriteCond %{REQUEST_METHOD} *"TRACK
RewriteRule .* — [F] ... <VirtualHost www.example.com> ... # disable
TRACE and TRACK in the www.example.com virtual host RewriteEngine
On RewriteCond %{REQUEST_ METHOD} "TRACE RewriteRule .* — [F]
RewriteCond %{REQUEST_METHOD} “TRACK RewriteRule .* — [F]

# </VirtualHost>

hUpS e HTTP i jause juads sl s S 5950 (95 sga2e

o Huws S o http//www.yoursite.com Lz ol w ujal sole ella o

oo Wb enlw 80 s b 5 suo 5 5208 G Lo ledls!
SSl swias 41, sla oS, 5 51 S 5l g, Secure locket layer L SSL 5 gae Lo 33
S s g5 s— 9 o0l G sa i Ju g o) Sledbl (5,0 S,y GISe! I ul ul s 3

S ool 5 oledl cuial (il !
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ool ool US55 53 9530 59 Gllun Sl S JAI 0 e dliade By 4 (BusA S Hud Sa
(po s J

o2ohdi b ol 4an gl SHUP (S cond o is B8 US55 50 b Lad cules a3l 50
9 9ke YL 443 o5 L S OEPS g0 5 coua

e i sl 4 igiie Ghgs 99 0 LIS 5 dae Jlad 8l wisde 55 SSI S sae 3
il aals

ales Wb el NP U5 550 L S0 Gl s gihles ool (85 sole alla o

oo lad cnli Gusul S @l g 5o (o ai o geas € cuwa oKl ol htaccess L d
SS90 ol 3 Lt cnls G500 58 €iSas «S 1 n i oyl cnlw NEPS JSS550 Lo S u)ly
(el ou S Jlad 5 owasa Sl ol Hsme S 4S5 (J)sm o) (Slaidy

S ad (5] s sla ol 4 533 (A RE 4y o e s NTPS G DR 51 Gusal ol gl Csa
Soge sl 5 (eSS s, Sy Ol al Lol g Lo 55580 (A 5y  Dlosa i saae Sy JAs 51 e
05500 Hl,8 suldinl

Jo3le <€ andi s (ke GBS 5 0 05l5 55 oS Col cule o, MtacCeSS Ll Jals SIS 6l
cead Jlad 55 Jals RewriteEngine

o<

RewriteEngine on RewriteCond %{SERVER_PORT} "443$% RewriteRule
N(.*) https://%{SERVER_NAME}Y$1 [NC,R,L]
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Ll yu9

Htaccess Jols us

: 0y Vbseo + Sitemap as oleus (5143 La s oyl
oS
#Comment the following line (add '#' at the beginning)
#to disable mod_rewrite functions

#Please note: you still need to disable the hack in
#the vBSEO control panel to stop url rewrites

RewriteEngine On

#Some servers require the Rewritebase directive to be
#enabled (remove '#' at the beginning to activate)
#Please note: when enabled, you must include the path
#to your root vB folder (i.e. RewriteBase /forums/)

| RewriteBase#

#RewriteCond %{HTTP_HOST} "www\.yourdomain\.com
#RewriteRule (.*) http://www.yourdomain.com/forums/$1 [L,R=301]

$RewriteRule ~((urllist|sitemap_).*\.(xml|txt)(\.gz)?)
vbseo_sitemap/vbseo_getsitemap.php?sitemap=3$1 [L]

RewriteCond %{REQUEST_URI}
I(admincp/|modcp/|cron|vbseo_sitemap]|api\.php)

RewriteRule ~((archive/)?(.*\.php(/.*)?))$ vbseo.php [L,QSA]

RewriteCond %{REQUEST_FILENAME} !-f
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RewriteCond %{REQUEST_FILENAME} !-d
RewriteCond %{REQUEST_URI}
I(admincp/|modcp/|cron|vbseo_sitemap|api|redir\.php)
RewriteRule ~(.+)$ vbseo.php [L,QSA]

RewriteEngine On

$RewriteRule ~((urllist|sitemap).*\.(xml|txt)(\.gz)?)
vbseo_sitemap/vbseo_getsitemap.php?sitemap=$1 [L]

#BEGIN Compress text files
<ifModule mod_deflate.c>
<"$filesMatch "\.(css|js|x?htmI?|php)>
SetOutputFilter DEFLATE
<filesMatch/>

<ifModule/>

#END Compress text files

<ifModule mod_expires.c>

ExpiresActive On

"ExpiresDefault "access plus 1 seconds

"ExpiresByType image/x-icon "access plus 2592000 seconds
"ExpiresByType image/jpeg "access plus 2592000 seconds
"ExpiresByType image/png "access plus 2592000 seconds
"ExpiresByType image/gif "access plus 2592000 seconds
ExpiresByType application/x-shockwave-flash "access plus 2592000
"seconds

"ExpiresByType text/css "access plus 604800 seconds
"ExpiresByType text/javascript "access plus 216000 seconds
"ExpiresByType application/javascript "access plus 216000 seconds
"ExpiresByType application/x-javascript "access plus 216000 seconds
"ExpiresByType text/html "access plus 600 seconds
"ExpiresByType application/xhtml+xml "access plus 600 seconds
<ifModule/>
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<ifModule mod_headers.c>

<"$filesMatch "\.(ico|jpe?g|png|gif|swf)>

"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>

"Header set Cache-Control "max-age=604800, public
<filesMatch/>

<"$filesMatch "\.(js)>

"Header set Cache-Control "max-age=216000, private
<filesMatch/>

<"$filesMatch "\.(x?htmI?|php)>
"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

<ifModule/>

<ifModule mod_headers.c>
Header unset ETag
<ifModule/>

FileETag None

BEGIN Remove Last-Modified Header #
<ifModule mod_headers.c>

Header unset Last-Modified
<ifModule/>
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<IfModule mod_mime.c>

AddType text/css .css

AddType application/x-javascript .js

AddType text/richtext .rtf .rtx

AddType image/svg+xml .svg .svgz

AddType text/plain .txt

AddType text/xsd .xsd

AddType text/xsl .xsl

AddType video/asf .asf .asx .wax .wmv .wmx

AddType video/avi .avi

AddType image/bmp .bmp

AddType application/java .class

AddType video/divx .divx

AddType application/msword .doc .docx

AddType application/x-msdownload .exe

AddType image/qif .gif

AddType application/x-gzip .gz .gzip

AddType image/x-icon .ico

AddType image/jpeg .jpg .jpeg .jpe

AddType application/vnd.ms-access .mdb

AddType audio/midi .mid .midi

AddType video/quicktime .mov .qt

AddType audio/mpeg .mp3 .m4a

AddType video/mp4 .mp4 .m4v

AddType video/mpeg .mpeg .mpg .mpe

AddType application/vnd.ms-project .mpp

AddType application/vnd.oasis.opendocument.database .odb
AddType application/vnd.oasis.opendocument.chart .odc
AddType application/vnd.oasis.opendocument.formula .odf
AddType application/vnd.oasis.opendocument.graphics .odg
AddType application/vnd.oasis.opendocument.presentation .odp
AddType application/vnd.oasis.opendocument.spreadsheet .ods
AddType application/vnd.oasis.opendocument.text .odt
AddType audio/ogg .0gg

AddType application/pdf .pdf

AddType image/png .png
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AddType application/vnd.ms-powerpoint .pot .pps .ppt .pptx
AddType audio/x-realaudio .ra .ram

AddType application/x-shockwave-flash .swf

AddType application/x-tar .tar

AddType imagel/tiff .tif .tiff

AddType audio/wav .wav

AddType audio/wma .wma

AddType application/vnd.ms-write .wri

AddType application/vnd.ms-excel .xla .xIs .xlsx .xlt .xlw
AddType application/zip .zip

<IfModule/>

<IfModule mod_expires.c>

ExpiresActive On

"ExpiresByType text/css "access plus 1 month
"ExpiresByType application/x-javascript "access plus 1 month
"ExpiresByType text/richtext "access plus 1 day
"ExpiresByType image/svg+xml "access plus 1 day
"ExpiresByType text/plain "access plus 1 day
"ExpiresByType text/xsd "access plus 1 day

"ExpiresByType text/xsl "access plus 1 day

"ExpiresByType video/asf "access plus 1 month
"ExpiresByType video/avi "access plus 1 month
"ExpiresByType image/bmp "access plus 1 month
"ExpiresByType application/java "access plus 1 month
"ExpiresByType video/divx "access plus 1 month
"ExpiresByType application/msword "access plus 1 month
"ExpiresByType application/x-msdownload "access plus 1 month
"ExpiresByType image/gif "access plus 1 month
"ExpiresByType application/x-gzip "access plus 1 month
"ExpiresByType image/x-icon "access plus 1 month
"ExpiresByType image/jpeg "access plus 1 month
"ExpiresByType application/vnd.ms-access "access plus 1 month
"ExpiresByType audio/midi "access plus 1 month
"ExpiresByType video/quicktime "access plus 1 month
"ExpiresByType audio/mpeg "access plus 1 month
"ExpiresByType video/mp4 "access plus 1 month
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"ExpiresByType video/mpeg "access plus 1 month

"ExpiresByType application/vnd.ms-project "access plus 1 month
ExpiresByType application/vnd.oasis.opendocument.database "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.chart "access plus 1
"month

ExpiresByType application/vnd.oasis.opendocument.formula "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.graphics "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.presentation "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.spreadsheet "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.text "access plus 1
"month

"ExpiresByType audio/ogg "access plus 1 month

"ExpiresByType application/pdf "access plus 1 month

"ExpiresByType image/png "access plus 1 month

"ExpiresByType application/vnd.ms-powerpoint "access plus 1 month
"ExpiresByType audio/x-realaudio "access plus 1 month

"ExpiresByType application/x-shockwave-flash "access plus 1 month
"ExpiresByType application/x-tar "access plus 1 month

"ExpiresByType image/tiff "access plus 1 month

"ExpiresByType audio/wav "access plus 1 month

"ExpiresByType audio/wma "access plus 1 month

"ExpiresByType application/vnd.ms-write "access plus 1 month
"ExpiresByType application/vnd.ms-excel "access plus 1 month
"ExpiresByType application/zip "access plus 1 month

<IfModule/>

<IfModule mod_deflate.c>

<IfModule mod_setenvif.c>

BrowserMatch "Mozilla/4 gzip-only-text/html
BrowserMatch *“Mozilla/4.0[678] no-gzip
BrowserMatch bMSIE !no-gzip !gzip-only-text/html
BrowserMatch bMSI[E] 'no-gzip !gzip-only-text/html
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<IfModule/>

<IfModule mod_headers.c>
Header append Vary User-Agent env=!dont-vary
<IfModule/>

<IfModule mod_.c>

AddOutputByType DEFLATE text/css application/x-javascript text/html
text/richtext image/svg+xml text/plain text/xsd text/xsl text/xml image/x-icon
<IfModule/>

<IfModule/>

<"$FilesMatch "\.(css|js|CSS|JS)>

<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

FilesMatch >
<"$"\.(rtf|rtx|svg|svgz|txt|xsd|xsI|RTF|RTX|SVG|SVGZ|TXT|XSD|XSL|)
<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

FilesMatch >
"\.(asflasx|wax|wmv|wmx|avi|omp|class|divx|doc|docx|exe|gifl]gz|gziplico|jpg
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lipeglipe|mdb|mid|midi|mov|gt|mp3|m4a|mp4|m4vimpeg|mpg|mpe|mpp|odb
|odc|odf|odg|odp|ods|odt|ogg|pdf|png|pot|pps|ppt|pptx|ra|ram|swf|tar|tif|tiff|w
av|lwma]wri|xla|xIs|xIsx|xIt|xIw|zip|ASF|ASX|WAX|WMV|WMX|AVI|BMP|CLA
SS|DIVX|DOC|DOCX|EXE|GIF|GZ|GZIP|ICO|IPG|JPEG|JPE|MDB|MID|MI
DIIMOV|QT|MP3|M4A|MP4|M4V|MPEG|MPG|MPE|MPP|ODB|ODC|ODF|O
DG|ODP|ODS|ODT|OGG|PDF|PNG|POT|PPS|PPT|PPTX|RA|RAM|SWF|T
<"$SAR|TIF|TIFF|WAV|WMA|WRI|XLA[XLS|XLSX|XLT|XLW|ZIP)

<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size
<IfModule mod_headers.c>
"Header set X-Powered-By "W3 Total Cache/0.9.1.3

<IfModule/>

<FilesMatch/>

<Ifmodule mod_php4.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
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php_flag cgi.force_redirect on
php_flag enable_dI on
<Ifmodule/>

<Ifmodule mod_php5.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on
<Ifmodule/>

- (RS LB () gt g3 httaccess [aT g, ol ¢ lad e Culis 9 giis (3 (59 4S A (alias
<
BEGIN Compress text files #
<ifModule mod_deflate.c>
<"$filesMatch "\.(css|js|x?htmI?|php)>
SetOutputFilter DEFLATE
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<filesMatch/>
<ifModule/>

END Compress text files #

BEGIN Expire headers #

<ifModule mod_expires.c>

ExpiresActive On

"ExpiresDefault "access plus 1 seconds

"ExpiresByType image/x-icon "access plus 2592000 seconds
"ExpiresByType image/jpeg "access plus 2592000 seconds
"ExpiresByType image/png "access plus 2592000 seconds
"ExpiresByType image/qgif "access plus 2592000 seconds
ExpiresByType application/x-shockwave-flash "access plus 2592000
"seconds

"ExpiresByType text/css "access plus 604800 seconds
"ExpiresByType text/javascript "access plus 216000 seconds
"ExpiresByType application/javascript "access plus 216000 seconds
"ExpiresByType application/x-javascript "access plus 216000 seconds
"ExpiresByType text/html "access plus 600 seconds
"ExpiresByType application/xhtml+xml "access plus 600 seconds
<ifModule/>

END Expire headers #

BEGIN Cache-Control Headers #

<ifModule mod_headers.c>

<"$filesMatch "\.(ico|jpe?g|png|gif|swf)>

"Header set Cache-Control "max-age=2592000, public
<filesMatch/>

<"$filesMatch "\.(css)>

"Header set Cache-Control "max-age=604800, public
<filesMatch/>

<"$filesMatch "\.(js)>

"Header set Cache-Control "max-age=216000, private
<filesMatch/>
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<"$filesMatch "\.(x?html?|php)>
"Header set Cache-Control "max-age=600, private, must-revalidate
<filesMatch/>

<ifModule/>
END Cache-Control Headers #

BEGIN Turn ETags Off #
<ifModule mod_headers.c>
Header unset ETag
<ifModule/>

FileETag None
END Turn ETags Off #

BEGIN Remove Last-Modified Header #
<ifModule mod_headers.c>

Header unset Last-Modified
<ifModule/>

END Remove Last-Modified Header #

<IfModule mod_mime.c>

AddType text/css .css

AddType application/x-javascript .js
AddType text/richtext .rtf .rtx

AddType image/svg+xml .svg .svgz
AddType text/plain .txt

AddType text/xsd .xsd

AddType text/xsl .xsl

AddType video/asf .asf .asx .wax .wmv .wmx
AddType video/avi .avi

AddType image/bmp .bmp

AddType application/java .class
AddType video/divx .divx

AddType application/msword .doc .docx
AddType application/x-msdownload .exe
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AddType image/qgif .gif

AddType application/x-gzip .gz .gzip

AddType image/x-icon .ico

AddType image/jpeg .jpg .jpeg .jpe

AddType application/vnd.ms-access .mdb

AddType audio/midi .mid .midi

AddType video/quicktime .mov .qt

AddType audio/mpeg .mp3 .m4a

AddType video/mp4 .mp4 .m4v

AddType video/mpeg .mpeg .mpg .mpe

AddType application/vnd.ms-project .mpp

AddType application/vnd.oasis.opendocument.database .odb
AddType application/vnd.oasis.opendocument.chart .odc
AddType application/vnd.oasis.opendocument.formula .odf
AddType application/vnd.oasis.opendocument.graphics .odg
AddType application/vnd.oasis.opendocument.presentation .odp
AddType application/vnd.oasis.opendocument.spreadsheet .ods
AddType application/vnd.oasis.opendocument.text .odt
AddType audio/ogg .0gg

AddType application/pdf .pdf

AddType image/png .png

AddType application/vnd.ms-powerpoint .pot .pps .ppt .pptx
AddType audio/x-realaudio .ra .ram

AddType application/x-shockwave-flash .swf

AddType application/x-tar .tar

AddType imageltiff .tif .tiff

AddType audio/wav .wav

AddType audio/wma .wma

AddType application/vnd.ms-write .wri

AddType application/vnd.ms-excel .xla .xIs .xlIsx .xIt .xlw
AddType application/zip .zip

<IfModule/>

<IfModule mod_expires.c>

ExpiresActive On

"ExpiresByType text/css "access plus 1 month
"ExpiresByType application/x-javascript "access plus 1 month
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"ExpiresByType text/richtext "access plus 1 day

"ExpiresByType image/svg+xml "access plus 1 day

"ExpiresByType text/plain "access plus 1 day

"ExpiresByType text/xsd "access plus 1 day

"ExpiresByType text/xsl "access plus 1 day

"ExpiresByType video/asf "access plus 1 month

"ExpiresByType video/avi "access plus 1 month

"ExpiresByType image/bmp "access plus 1 month

"ExpiresByType application/java "access plus 1 month

"ExpiresByType video/divx "access plus 1 month

"ExpiresByType application/msword "access plus 1 month
"ExpiresByType application/x-msdownload "access plus 1 month
"ExpiresByType image/gif "access plus 1 month

"ExpiresByType application/x-gzip "access plus 1 month

"ExpiresByType image/x-icon "access plus 1 month

"ExpiresByType image/jpeg "access plus 1 month

"ExpiresByType application/vnd.ms-access "access plus 1 month
"ExpiresByType audio/midi "access plus 1 month

"ExpiresByType video/quicktime "access plus 1 month

"ExpiresByType audio/mpeg "access plus 1 month

"ExpiresByType video/mp4 "access plus 1 month

"ExpiresByType video/mpeg "access plus 1 month

"ExpiresByType application/vnd.ms-project "access plus 1 month
ExpiresByType application/vnd.oasis.opendocument.database "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.chart "access plus 1
"month

ExpiresByType application/vnd.oasis.opendocument.formula "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.graphics "access plus
"1 month

ExpiresByType application/vnd.oasis.opendocument.presentation "access
"plus 1 month

ExpiresByType application/vnd.oasis.opendocument.spreadsheet "access
"plus 1 month
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ExpiresByType application/vnd.oasis.opendocument.text "access plus 1
"month

"ExpiresByType audio/ogg "access plus 1 month

"ExpiresByType application/pdf "access plus 1 month
"ExpiresByType image/png "access plus 1 month

"ExpiresByType application/vnd.ms-powerpoint "access plus 1 month
"ExpiresByType audio/x-realaudio "access plus 1 month
"ExpiresByType application/x-shockwave-flash "access plus 1 month
"ExpiresByType application/x-tar "access plus 1 month
"ExpiresByType image/tiff "access plus 1 month

"ExpiresByType audio/wav "access plus 1 month

"ExpiresByType audio/wma "access plus 1 month

"ExpiresByType application/vnd.ms-write "access plus 1 month
"ExpiresByType application/vnd.ms-excel "access plus 1 month
"ExpiresByType application/zip "access plus 1 month

<IfModule/>

<IfModule mod_deflate.c>

<IfModule mod_setenvif.c>

BrowserMatch *Mozilla/4 gzip-only-text/html
BrowserMatch *Mozilla/4.0[678] no-gzip
BrowserMatch bMSIE !'no-gzip !gzip-only-text/html
BrowserMatch bMSI[E] 'no-gzip !gzip-only-text/html
<IfModule/>

<IfModule mod_headers.c>
Header append Vary User-Agent env=Idont-vary
<IfModule/>

<IfModule mod_.c>

AddOutputByType DEFLATE text/css application/x-javascript text/html
text/richtext image/svg+xml text/plain text/xsd text/xsl text/xml image/x-icon
<IfModule/>

<IfModule/>

<"$FilesMatch "\.(css|js|CSS|JS)>
<IfModule mod_headers.c>
"Header set Pragma "public
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"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

FilesMatch >
<"$"\.(rtf|rtx|svg|svgz|txt|xsd|xsI|RTF|RTX|SVG|SVGZ|TXT|XSD|XSL])
<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size

<IfModule mod_headers.c>

"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

FilesMatch >
"\.(asflasx|wax|wmv|wmx|avi|bmp|class|divx|doc|docx|exe|giflgz|gziplico|jpg
lipeg|jpe|mdb|mid|midijmov|qt|mp3|m4a]jmp4|m4v|impeg|mpg|mpe|mpp|odb
|odc|odflodg|odp|ods|odt|ogg|pdf|png|pot|pps|ppt|pptx|ralram|swf|tar]|tif|tiff|w
av|wma]wri|xla|xls|xIsx|xIt|xlw|zip] ASF|ASX|WAX|WMV|WMX|AVI|BMP|CLA
SS|DIVX|DOC|DOCX|EXE|GIF|GZ|GZIP|ICO|JPG|JPEG|JPE|MDB|MID|MI
DI[MOV|QT|MP3|M4A|MP4|M4V|MPEG|MPG|MPE|MPP|ODB|ODC|ODF|O
DG|ODP|ODS|ODT|OGG|PDF|PNG|POT|PPS|PPT|PPTX|RA|RAM|SWF|T
<"SAR|TIF|TIFFIWAV|WMA|WRI|XLA|XLS|XLSX|XLT|XLW|ZIP)

<IfModule mod_headers.c>

"Header set Pragma "public

"Header append Cache-Control "public, must-revalidate, -revalidate
<IfModule/>

FileETag MTime Size
<IfModule mod_headers.c>
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"Header set X-Powered-By "W3 Total Cache/0.9.1.3
<IfModule/>

<FilesMatch/>

<Ifmodule mod_php4.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on

php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on
<Ifmodule/>

<Ifmodule mod_php5.c>

php_value upload_max_filesize 2M
php_value max_execution_time 30
php_value max_input_time 60
php_value memory_limit 32M
php_value post_max_size 8M
php_flag register_globals off
php_flag display_errors off
php_flag file_uploads on
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php_flag log_errors off

php_flag output_buffering off
php_flag register_argc_argv on
php_flag magic_quotes_gpc off
php_flag magic_quotes_runtime off
php_flag magic_quotes_sybase off
php_flag mysql.allow_persistent off
php_flag register_long_arrays on
php_flag allow_url_fopen on
php_flag cgi.force_redirect on
php_flag enable_dl on

<Ifmodule/>
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Htaccess Builder

http://htaccessbuil der.com
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HTACCESS BUILDER

BUILDER

CREATE PREVIEW Listng Save Download = Delete

- Add New - # Created by http://htaccessbuilder. com/
4 Mon, 27th April 2015
<IfModule mod rewrite.c>
# Enable Rewrite Engine
RewriteEngine Cn
RewriteBase /

</IifModule>

htaccess redirect generator.

htt p://wwwht accessredi rect .net

Don's Tools .htaccess Generator
icourasbuct

CSS Fonts Color Picker
All ntaccess Options
Rewrito to www
301 Redirect File or Directory

Caching Javascript, CSS, and
images

Rewrite to www Password protect fle (requires
‘htpasswd file)

htpasswd generator
Provent Hotlinking

301 Redirect File or Directory : St

e, Block or Allow an 1P

Block bots

Change default directory page

Prevent viewing of itaccess file

Prevent Directory Listing

htaccessEditor — Create a .htaccess File


http://www.htaccessredirect.net/
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ht t p://wawht accessedi t or.conien.sht nk

htaccesstdiion .

Online tool for ereating htaccess files o v & [OX=]

g A
| -htaccess create ‘

5

# Create a .htaccess file LEHEEF

Easily create .htaccess files online HLCHEHUEHETEL.

Deny all access to files

2 Deny all access to files () we would strongly recommend choosing "Deny(Y)" if you do not have any particular

2 Basic authentication (B) =2t

< Error page (E) |:E|
) Default page (D)

= Setup WWW (W)

2 Redirect directives (R)

9 Access restriction (A)

Mod Rewrite Generator by Generatelt.net

ht t p://wwugenerat ei t .net /nod-rewri t e/i ndex.php

#1‘ Generate It! IMAGE GENERATORS CSS GENERATORS v SEQ TOOLS - DONATE

Home / W s

Mod Rewrite Generator share Generateltnet

Tweet Follow @generateit a1

The Mod Rewrite Generator can be used to turn dynamic URLs into search engine friendly static URLs. Static URLS typically

rank better in search engines than long complex dynamic URLs with lots of parameters, they are easier to index in the first ~ SPONSOrS

place and they're also friendlier looking to the end user.

* Whois search

» Free Fonts

The apache module mod_rewrite converts urls in a certain format to another format. and can be very useful in helping a site
K . ) » Online Password Manager

with dynamic content to be indexed.

» Cheap Web Hosting UK
Using this tool you can transform long dynamic URLS into short static URLS. > Code Snippets

Enter your dynamic URL and click Rewrite URL to generate your new URL: * Become a Sponsor - $20 per month


http://www.htaccesseditor.com/en.shtml
http://www.generateit.net/mod-rewrite/index.php
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http://www.askapache.com/category/htaccess/

https://www.branded3.com/blog/htaccess-mod_rewrite-ultimate-guide/


http://www.askapache.com/category/htaccess/
https://www.branded3.com/blog/htaccess-mod_rewrite-ultimate-guide/
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http://serverfault.com/questions/214512/redirect-change-urls-or-redirect-
http-to-https-in-apache-everything-you-ever
http://wiki.apache.org/httpd/Htaccess
http://httpd.apache.org/docs/current/howto/htaccess.htmi


http://serverfault.com/questions/214512/redirect-change-urls-or-redirect-http-to-https-in-apache-everything-you-ever
http://serverfault.com/questions/214512/redirect-change-urls-or-redirect-http-to-https-in-apache-everything-you-ever
http://wiki.apache.org/httpd/Htaccess
http://httpd.apache.org/docs/current/howto/htaccess.html

